Intel® Core Ultra unlocks new Al experiences.
Step up to Intel vPro® for an unrivaled business PC solution.

Lenovo ThinkPad L14

of institutions surveyed
()
79% reported a ransomware
attack in the previous year.

Higher education remains highly attractive and
highly vulnerable to cyberattacks, with 79% of
institutions surveyed reporting a ransomware
attack in the previous year. In fact, according to
Malwarebytes, 2023 was the worst ransomware
year on record.? The average cost of a data
breach for the education and training sector has
reached $3.65 million.3 Not surprisingly, data
security was ranked the second most pressing
risk faced by college leaders.*

Protecting student privacy, sensitive research
data, and the continuity of academic and
administrative work has never been more
important or more challenging.

Intel® Core Ultra processors and Intel vPro®

bring unmatched security capabilities and
manageability to your institution, making it easier
to manage your devices and let the educators
and students shine.
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Did you know that more
than 99% of attacks are
preventable?

Research says that the vast majority of successful
cyberattacks could be thwarted by implementing
fundamental security practices like Zero Trust
principles, multifactor authentication, extended
detection and response (XDR), up-to-date systems,
and data protection.®

Lenovo offers a wide range of powerful and accessible
devices running on up to Intel® Core™ Ultra processors
devices and Windows 11 Pro that come with robust
security features to lighten the load for IT on all these
basics. They do so through hardware-enabled security
by Intel® and adding enhanced capabilities like
Copilot* in Windows with commercial data protection
to make your higher education institute more resilient.
It’s the perfect foundation for a modern cybersecurity
strategy.

The first step to making sure you’re staying ahead and
protected from the ever evolving cyberthreats is to
make sure your device fleet is running a supported,
updated OS like Windows 11. And when you choose
Lenovo as your trusted technology partner, we help
you seamlessly gain the advantages of the most
secure Windows OS to date - with our innovative
devices like the ThinkPad series running on up to Intel®
Core™ Ultra processors devices and optimized for
Windows 11 Pro.

The most secure Windows ever, Windows 11 provides
powerful protection that works in tandem with
software to silicon security from Intel® and the
comprehensive ThinkShield suite to give IT teams a
long-awaited edge.

Intel® Core Ultra unlocks new Al experiences.

Step up to Intel vPro® for an unrivaled business PC solution.

Lenovo ThinkPad E14

Future-proof your
higher education
institution and take
control of the IT
environment with
Lenovo devices

running on up to Intel®
Core™ Ultra processors
and Windows 11 Pro

58% drop in
security incidents®

20% reduced risk of
a successful attack”®

3.1x fewer firmware
attacks®
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Layer upon secure layer

Cloud

Protecting school
information

Protecting

student and staff /\

information

Application
Application and
driver control

Application isolation /\

Hardware (chip)
Hardware root
of trust

Silicon-assisted
security

Intel® Core Ultra unlocks new Al experiences.
Step up to Intel vPro® for an unrivaled business PC solution.

Identity

Passwordless sign-in

Advanced credential
protection

Privacy

Operating system
Encryption and data
protection

Network security

Virus and threat
protection

System security
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Targeting the
top-dog threat

74% of all breaches are due to human error,
privilege misuses, stolen credentials, or social
engineering, all of which make your users prime
phishing targets. Credential theft is the most
prevalent attack vector at 50%.°

Lenovo adopts a comprehensive approach to
security that delivers new vigilance now and
prepares your institution for a stronger future.

Our innovative devices powered by up to Intel®
Core™ Ultra processors devices and Windows 11
Pro feature ThinkShield protection, detection, and
alerting on BIOS-level attacks to secure firmware
and hardware. Lenovo’s Zero Trust Supply Chain
solution protects against tampering right from the
factory floor.

Windows 11 offers a Zero Trust-ready,
comprehensive security profile, comprising mission-
critical application safeguards, Windows Firewall,
and silicon-assisted secure kernel, to strengthen
security posture across your borderless campus,
mitigate risks and help protect your students,
faculty, and staff.

Build a stable learning environment that’s more
secure with our professional-grade PCs backed by
Intel vPro® for enhanced protections and remote
manageability. Empowering staff with the tools
they deserve, our devices ensure smooth transitions
between tasks and devices. Rest easy with seamless
manageability and protection.

Intel® Core Ultra unlocks new Al experiences.

Step up to Intel vPro® for an unrivaled business PC solution.

Al-enhanced security is evolving

Avrtificial intelligence is making its mark on higher
education, from compute-intensive coursework
and research to administrative insights and
efficiencies. Al also benefits cybersecurity — by
automating and augmenting threat detection,
response, analysis, and prediction. And there are
many new capabilities on the horizon.

Smarter
technology
for all
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CHECKLIST

edvision.lenovo.com/a-
smarter-way-to-learn
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http://edvision.lenovo.com/a-smarter-way-to-learn
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